IIpunoxenne Nel. IlamsiTka 111 o0y4yarommxcsi 00 MHGpOPMAIHOHHOM 0€30NACHOCTH AeTeH

HEJIb34

1.

arwn

Bcem nmoapsin cooOmiaTs CBOXO YacTHYIO HH(OpMaInio (HacTosmue ums, haMuinio, TesedoH, aapec, Homep
IIKOJIBI, a TaKke (oTorpaduu CBOM, CBOEH CEMbU U IpYy3€il);

OTKpBIBaTh BIOKEHHBIE (DAlIIbl AIEKTPOHHON MOYTHI, KOTJ]a HE 3HACIb OTIIPABUTEIIS;

I'pyOuTh, mpuarpaThCs, OKa3bIBaTh IABICHNUE — BECTH ce0sl HEBEXKIIUBO U arpecCUBHO;

He pacnopsikaiics neHbraMu TBOeH ceMbU 0€3 pa3pereHus CTapIIuX — BCETia CrpaliiBail poIuTeNeH;

He Bcrpeuaiics ¢ MIHTEpHET-3HAKOMBIMU B pEaJlbHOM KU3HU - IIOCOBETYHCS CO B3POCIBIM, KOTOPOMY
JOBepsielIb.

OCTOPOXHO

1.

agbrwm

He Bce mumryt npasny. Unraens o cebe HenpaBay B MHTepHETE — COOOIIM 00 3TOM CBOUM POAMUTEISM
WJIM OIIEKYHaM;

[IpurnamaroT nepenucrBaThCs, UrpaTh, 0OMEHUBATHCS — IPOBEPH, HET JIU M0JIBOXA,;

Hezakonnoe xonupoBanue ¢aiinoB B UHTepHETEe — BOPOBCTBO;

Bcerna pacckaspiBaii B3pociibiM 0 podIeMax B CETH — OHH BCET/Ia IOMOTYT;

Hcnone3yit HacTpolku 6€30MacHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSITh CBOM aKKAyHTHI B COLICETSAX U
JIpYrux MopTanax.

MOXHO

g E

VYBakail Ipyrux nojb30BaTeiei;

[Tonb3yernibest UHTEpHET-UCTOUHUKOM — JIeNIail CChIJIKY Ha HEro;

OTKpBIBaii TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

OO01maThcs 32 TOMOIIBIO B3POCIBIM — POJAUTENH, ONEKYHbBI M aIMUHUCTPALIMs CATOB BCET/Ia MIOMOTYT;
[Ipoitau oOyuenue Ha calite «CeTeBUUOK» U MOJY4YH MachnopT HU(POBOTO TpaxaaHuHa!



Hpunoxenne Ne2. UndpopmannonHasi naMsaTKa I 00yYAKOIIUXCS /51 pa3MellleHnsl Ha 0(pMIuaIbLHBIX
HNuTepHeT-pecypcax

C KaX/bIM rOJIOM MOJIOJIC)KH B HHTEPHETE CTAHOBUTHCSI OOJIbILIE, a IIKOJIBHUKY OJJHHU U3 CaMbIX aKTHUBHBIX
nosib3oBareneil PyHera. Mexay TeM, IIOMHMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U
npo0aeMbl. DTa MaMATKa JO0JKHA TIOMOYb TeOe Oe30I1aCHO HAXOJUTHCS B CETH.

Komnviomepnvie supycoi

KomMmmbroTepHsliit BUpYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTrpamMM, OTIIMYUTEIBHON 0COOEHHOCTHIO
KOTOpOM SIBJISIETCSI CIIOCOOHOCTh K pPa3MHOXKEHHIO. B jomosiHeHue K 3TOMy, BUPYChl MOTYT NOBPEAWUTH WU
MOJIHOCTBIO YHUYTOXHUTH Bce (allibl U JaHHbIE, MOJKOHTPOJIbHBIC MOJI30BATENI0, OT UMEHHU KOTOPOTo OblLia
3amylleHa 3apaxEHHas IporpaMma, a TAKXkKe IOBPEIUTh WIH JaKe YHUYTOXKUTH ONEPALMOHHYIO CUCTEMY CO BCEMHU
daitnamu B 1ienoM. B 60bIIMHCTBE CllydaeB pacipOCTPaHSAIOTCA BUPYChI U€pe3 UHTEPHET.

MeTopl 3aIUTEl OT BPEJOHOCHBIX IPOTPaMM:

1. HUcrnonb3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, MMEIOIIUE CEPbE3HBI YPOBEHb 3alllUThl OT
BPEIOHOCHBIX ITPOTPAMM;

2. TlocrosiHHO ycTaHaBnuBai nayT (LUGPOBBIE 3aIIATKHU, KOTOPbIE aBTOMAaTUYECKH YCTAHABIMBAIOTCA C
IETbI0 JOPaOTKH MPOTpamMMbl) U APyrue OOHOBJICHHS CBOCH ONEpalMOHHON crucTeMbl. CKaumBal MX
TOJBKO ¢ o¢unuambHoro caiita paspaborunka OC. Eciam cymiecTByeT pexuM aBTOMaTHYECKOTO
OOHOBJICHUSI, BKJIIOYH €T0;

3. Paborail Ha cBOeM KOMIbIOTEpE MO/ IpaBaMHM I10JIb30BaTENs, a HE aIMUHUCTPATOpa. ITO HE MO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM WHCTAJUIMPOBATHCS HA TBOEM ITEPCOHAIIEHOM KOMIIBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHBIE IPOrPaMMHBIE ITPOAYKTHI U3BECTHBIX MPOU3BOJUTENEH, C aBTOMATUYECKUM

00OHOBIIEHNEM 0a3;

Orpannyb puU3HUECKUil JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIMLL;

6. Hcnonp3yll BHEmIHWE HOCUTENH HMH(OpMaImu, Takue Kak ¢uienka, TUCK Win (aill u3 WHTEepHeTa,
TOJIBKO U3 MPO(EPEHHBIX UCTOUYHUKOB;

7. He oTkphiBaii KOMIBIOTEpHBIEC (DAaliiIbI, TOTYYCHHBIC U3 HEHAIEKHBIX UCTOUYHUKOB. Jlaxe Te Qaiisl,
KOTOpBbIE NpHCIIall TBOW 3HAKOMBIH. Jlydlie yTouHu y Hero, OTIPAaBIIsI JIM OH TeOe UX.

o

Cemu WI-FI

Wi-Fi - 3T0 He BHJ mepenayu JaHHBIX, HE TEXHOJIOTHs, a BCEro JMIIb OpeHn, Mapka. Emie B 1991 roay
HUJepiaHjacKas KoMmmanusi 3apeructpupoBana Opens «WECAy, uro obo3Hauano cinoBocoueTanue «Wireless
Fidelity», koTOpBbIil TepeBOAUTCS KaK «OecIpOBOIHAS TOYHOCTD.

Jlo Hamiero BpeMeHM Joluia apyras ab0peBuaTtypa, KOTopas SBJISETCS TaKOW e TeXHOJOTHeil. DTo
ab6peBuatypa «Wi-Fi». Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTAHJAPT BBICIININ 3BYyKOBOM TexHuKU Hi-Fi,
YTO B TIEPEBOJIE 03HAYAET «BHICOKASI TOUHOCTbY.

Jla, OecrulaTHBI MHTEPHET-IOCTYN B Kade, OTeNIIX M a’pornoprax SBISETCS OTIMYHONM BO3MOXKHOCTBIO
BbIXO/1a B UHTepHET. Ho MHOTHE 3KCnepThl cunuTaroT, yTo odmenocrynHsie Wi-Fi cetu He siBnsitoTCs 0€30M1aCHBIMU.

CoBeTbl 10 Oe30macHOCTH paboTe B 001IeA0CTyMHbIX ceTsix Wi-fi:

1. He nepenaBaii cBoro nuuHylo HH(popMmaruio yepe3 obOmenoctynHsle Wi-Fi cetn. PaGoras B Hux,
KeIaTeIbHO He BBOAMUTH MAPOIH JIOCTYIIA, IOTHHBI i KaKHE-TO HOMEpa;

2. Hcnonp3yit 1 0OHOBIISH aHTUBUPYCHBIE POTPaMMBI U OpaHaMayep. Tem caMbIM Thl 00€301acuIlb ceOst
OT 3aKa4KH BHpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3zoBanun Wi-Fi otkmoun Qynkmuio «O06muil noctyn k ¢aitnam u npuarepam». [lanHas
(GYHKIHS 3aKphITa IO YMOJYAHHUIO, OJTHAKO HEKOTOPBIE TOJIH30BATEN aKTUBUPYIOT €€ sl yaoO0CcTBa
HCIOJIb30BaHUs B paboTe miu yueoe;

4. He wucnone3yit nyOnuunbii WI-FI g nmepenaun nuYHBIX JaHHBIX, HalpuMep IS BbIXOAAa B
COLIMAJIbHBIE CETU WJIM B 3JIEKTPOHHYIO MOUTY;

5. Hmnonp3yit Tonpko 3anumierHoe coenuaerune yepe3 HTTPS, a ue HTTP, T.e. mpu Habope Beb-anpeca
BBO/IM UMEHHO «https://»;
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6. B mobunbpHOM Tenedone otkmoun Gpynkuio «lonkmouenue k Wi-Fi apromarnueckn». He gomyckait
ABTOMATHUYECKOTO MOAKIIOUEHUS yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero coriacwusi.

COI/;uaﬂbele cemu

CornnasibHble CeTH aKTUBHO BXOJST B HAIly >KU3Hb, MHOTHE JIFOJIM pabOTaIOT U KUBYT TaM MOCTOSIHHO, a B
Facebook yxe 3aperucTpupoBaH MHUIUIHAP]] YEJIOBEK, YTO SIBISICTCS OAHOW CEABMOW BCEX YKHTEJCH TIAaHETHI.
MHorue nonbp3oBaTeNu HE MOHUMAIOT, YTO HH(pOpPMAIIHS, pa3MEIICHHAs MU B COIUANIBHBIX CETSIX, MOXKET OBbITh
Haii/leHa ¥ UCIIOJIb30BaHa KEM YrOJTHO, B TOM YHCIIE HE 0053aTEIbHO ¢ OJJarUMU HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 0€3011aCHOCTH B COLIMATIBHBIX CETAX:

1. Orpanuub ciUCOK apy3eil. Y TeOs B Ipy3bsSX HE TOJDKHO OBITh CTydalHBIX U HE3HAKOMBIX JIFOJICH;

2. 3amminai CBOIO YacTHYIO Ku3Hb. He ykaspiBail mapoinu, TenedoHsl, aapeca, JaTy TBOCTO POXKACHUS U
JIPYTYIO JUYHYI0 HHGOpMaIuio. 3I0YMBIINIICHHUKA MOTYT HUCIIOJIB30BaTh Jake MHPOPMAIUIO O TOM,
KaK Thl ¥ TBOU POAMTENH INIAHUPYETE IPOBECTU KAHUKYJIBL;

3. 3Bammiai cBOIO pPEryTalHIo - IEP>KU €€ B YUCTOTE U 3a/1aBaii cebe BOMpoc: X0TelN Obl Thl, YTOOBI APyTHE
MOJIb30BATEIM BUJIENH, YTO THI 3arpyxaemb? [lomgymaii, mpexe 4eM 4yTo-To OmyOJIMKOBaTh, HAITUCATh
U 3arpy3uTh;

4. Ecnu Tbl TOBOPUIIb C JIIOJbMHU, KOTOPHIX HE 3HACIIb, HE MCIOJB3YH CBOE PeaJbHOE UMS U APYTYIO
JTUYHYI0 HHPOPMALIUU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eOBl U MPOYee;

5. W3b6eraii pazmemienus Gororpaduii B InTepHeTe, e Thl N300paxeH Ha MECTHOCTH, IO KOTOPOH MOKHO
OIIPEEIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpauuu B COIUAIBHON CETH HEOOXOAUMO HCIOJIb30BaTh CIOXHBIE MApOJIU, COCTOSIINE W3
OyKkB U U (p 1 ¢ KOTUIECTBOM 3HAKOB HE MEHEE §;

7. Jlns couuanbHON CeTH, MOYTHl U JIPYrHMX CaTOB HEOOXOJUMO HCIONB30BAaTh pasHble mapoiu. Torma
ecJin Te0s1 B3JIOMAOT, TO 3JI0YMBIIIJIEHHUKY [T0JIy4aT JOCTYII TOJILKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DnekmpoHnHbvle OeHbeU

DNEeKTPOHHBbIE JEHbIM — 3TO OYEHb YIOOHBIN CIOCOO IUIaTeXeH, OJHAKO CYLIECTBYIOT MOILEHHUKH,
KOTOPbIE XOTAT MOJIYYUTh 3TH JICHbIU.

DNEKTPOHHBIE JEHBIN NOABUINCH COBCEM HENABHO M MIMEHHO M3-3a 3TOI'0 BO MHOTHX F'OCYAAPCTBAX JI0 CUX
MOp HE MPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHHUPYIOT ¥ O HUX YK€ IPOMHUCAHO B 3aKOHE, /1€ UX Pa3JesAioT Ha HECKOJBKO
BHUJIOB — aHOHMMHBIC U HE aHOHUMHbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellacTcs
IPOBOAMTH Olepanuu 0e3 HAEHTU(UKALNK T0JIb30BaTeNsl, & B HEAHOHUMHBIX HACHTU(DUKAIMM TOJIb30BaTEINS
SBIIsIETCS 0053aTENbHOM.

Taxke crmemyer pa3nuyaTh 3JIEKTPOHHBIE (UATHBIE ACHBIM (PaBHBI TOCYIApPCTBEHHBIM BaJIOTaM) U
3JIEKTPOHHbIE HE(UATHBIE I€HBIU (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 0€3011acHOM paboTe C INEKTPOHHBIMU JEHbraMU:

1. TlpuBsku K cueTy MOOWIBHBIM TenedoH. DTO caMblil yIHOOHBIM M OBICTPBIM CIOCOO BOCCTaHOBHTH
noctyn K cuery. IlpuBsizanHbIi TeneoH MOMOXET, eciu 3a0yAenib CBOM TUIATEKHBINM Mapoib WIIH
3aiJelIb Ha CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Wcmonb3yii oHOpa3oBbie mapoin. [loce mepexoaa Ha YCHICHHYIO aBTOPH3AIHIO TeOe yKe He OYIeT
yrpoXkaTh ONACHOCTb KPaXXH MJIU MepexBaTa MIaTeKHOTO MapoJls;

3. Bribepu cnoxnbiit mapoins. [IpectynmHukam OyneT He MPOCTO yrajaTh CIOXHBIN mapoib. HanesxxHsie
MapoJii — 3TO MAapOJIM, KOTOpPBIE COJepkKaT He MeHee § 3HAKOB M BKIIOYAIOT B ceOs CTPOUHBIE U
MPOTMHUCHBIC OYKBBI, TU(PPHI 1 HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK J0JI1apa, PyHTa, BOCKJIMIIATEIbHBIN
3HaK u T.11. Hampumep, $tROng!;;

4. He BBOJM CBOM JUYHBIE JaHHBIE HA CaliTax, KOTOPHIM HE TOBEpPSECIIb.

9]Z€KI’I’lPOHHCl}Z nouma
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3JI€KTpOHHaSI nmo4yTra — 3TO TCXHOJIOIUA U IMPEAOCTABIACMBIC €O YCIIYTH IO MEPCCHUIKES U IMOJTYUYCHHUIO
AJICKTPOHHBIX COOOIIECHU, KOTOPHIE PACIIPEACIISIOTCS B KOMIBIOTEPHOU ceT. OOBIYHO AJIEKTPOHHBIN MOYTOBBIM
SIUK BBIMIATUT CIEIYIOIUM 00pa3oM: MM _TOJIb30BaTes(@uMs_JoMeHa. Takke Kpome Inepenadyd MpocToro
TEKCTa, IMEETCS BO3MOXKHOCTh IiepeaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MacHON padoTe ¢ AIEKTPOHHON MTOYTOM:

1.

2.

o

Hano BBIOpaTh MpaBWIIBHBIN MOYTOBBIM cepBHC. B MHTEpHETE €CTh OrpOMHBIN BBIOOpP OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO Jy4YIlle JOBEPATH TEM, KOI'O 3HACIIb U KTO IIEPBBIN B PEUTHUHTE;

He yxkaspBaii B JM4YHOW moOdYTe JUYHYIO uHpopmanuioo. Hampumep, inydiie BbIOpaTh
«MY3BIKaTBHBIA _(haHaT@» niu «pok2013» BMecTo «remal3»;

Hcnonp3yll ABYX3TAalHYyK0 aBTOPU3ALMIO. OTO KOIZla IOMHMO Mapojisl HYXHO BBOJUTH KOJ,
NpuUchlIaeMblid 1o SMS;

Breibepu crokHBIN mapoib. J[sS KakIOro MOYTOBOTO SIHUKA JOJKEH OBITh CBOW HAJC)KHBIMH,
YCTOWYUBBIN K B3JIOMY MApOJIb;

Ecnu ectb BO3MOKHOCTB HalMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTB;
Hcnonb3yi HECKOJIBKO TOYTOBBIX SAIMMKOB. [IepBbIi A1 4aCTHOM NEPENMUCKU € afpecaTaMu, KOTOPBIM
TBl JIOBEpSACIIb. JTO AJIEKTPOHHBINA aapec He HaJ0 HCIOIb30BaTh NPU PErHCTpalud Ha Gopymax U
caiTax;

He otkpbiBaii ¢ailsibl 1 qpyrue BIOXKeHUs B IMCbMax J1aXe €ClIM OHU IPUIILIH OT TBOUX Apy3ei. Jlyuie
YTOYHHU y HUX, OTHPABIISUTA JIX OHU TeOe 3TH (Hailibl;

Ilocne oxoHuyaHus pabOTHI Ha MOYTOBOM CEpPBUCE IEpe] 3aKPbITHEM BKJIAJKH C CaiTOM He 3a0y1b
Ha)kaTh Ha «Bp1iT».

Kubepoynnune unu eupmyanvroe uzoesamenbcmeo

KubepOymnuHr — mpeciiejoBaHie COOOIEHUSIMH, COAEPKAIUMEI OCKOPOJICHHSI, arpECCHI0, 3aITyTHBAHUE,
XYJIUTaHCTBO; COLMATbHOE OONKOTUPOBAHUE C MTOMOIIBIO PA3TMUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI O 60PbOE ¢ KNOEPOYIIITMHIOM:

1.

no

o

He 6pocaiics B 60i1. JIyuimuii crioco0: mocoBeTOBAaTHCA Kak ce0si BECTH M, €CITH HET TOT0, K KOMY MOKHO
00paTUTHCS, TO BHaYalle YCIOKOUThCS. Ecny Thl HauHenb 0TBeYaTh OCKOPOIEHUSIMU Ha OCKOPOJICHHUS,
TO TOJIBKO e111e OO0JIbIIE Pa30XKellb KOH(IIUKT;

VYnpasisii cBoel kubeppemnyranuei;

AHOHMUMHOCTP B ceTd MHHMas. CylecTBYIOT CIOCOOBI BBISICHUTb, KTO CTOUT 332 aHOHUMHBIM
aKKayHTOM;

He ctout BecTn Xynuranckuii o0pa3 BUPTyalnbHOM KU3HU. VIHTepHET PUKCUpPYET BCe TBOU ACHCTBUS U
COXpaHSeT uX. Y NalIuTh UX OyJeT KpaiiHe 3aTpyAHUTENbHO;

Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyit eanHnusbil Heratus. OJTHOpa30Bble OCKOPOUTENbHBIE COOOIIECHHS JIyUllle UTHOPHPOBATH.
OObIYHO arpeccust MpeKpaIlaeTcs Ha Ha4yalubHOU CTa/luu;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COLIMAIBHBIX CETSIX €CTh
BO3MOYXHOCTh OJIOKUPOBKH OTIHPAaBKH COOOLIECHH € ONpeieIEHHBIX a/IpECOB;

Ecnu 161 cBuerens kubepOymuHra. TBou AEHCTBUS: BBHICTYNHMTh NPOTHUB MPECIIEOBATENs, IOKa3aTh
€My, 4YTO €ro JEWCTBHS OLIEHHBAIOTCS HETraTUBHO, TOJIepKaTh JKEPTBY, KOTOpOH HY)KHA
MICUXOJIOTHYECKasi TIOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO IIOBEJICHUS B CETH.

Mobunvubiii menegon

CoBpeMeHHbIE CMapT(OHBI U TUIAHIIETH CO/IEpKaT B ceOe BIOJIHE B3POCIHbIi (YHKIIMOHAT, U Telepb OHU
MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMU KOMIbioTepaMu. OHAKO, CPEICTB 3aILUTHI JIJIs1 TOJJOOHBIX YCTPOMCTB
IIOKa OYEHb Majo. TeCTUpOBaHUE U MOUCK YSA3BUMOCTEN B HUX NIPOUCXOIUT HE TaK MHTEHCUBHO, Kak /uid 11K, To
K€ caMoe KacaeTcsl U MOOMIIbHBIX IPUIIOKEHUH.
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CoBpemeHHbIe MOOWJIBHBIE Opay3epbl YXKe NpPaKTUYeCKH JOTHAIM HACTOJBHBIE AaHAJIOrHM, OJHAKO
pacmuperue GyHKIIMOHaIA BJIEUET 32 COOO0N OOJIBIIYIO CIIOKHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

Jlaneko He Bce MPOU3BOAMTENN BBIITYCKAIOT OOHOBIICHHS, 3aKPhIBAIOIINE KPUTHUYECKHE YSI3BUMOCTHU IS
CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesiehoHa:

1.

oW

o ~

Huyero ne siBnsieTcst mo-HacTosieMy OecriaTHbIM. byab ocTopokeH, Bellb Korga TeOe Mmpeaiaraior
OecrutaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHEe-TO TUIATHBIE YCIIYTH;

Hymaii, npexae ueM otrnpaBuTh SMS, ¢hoTo niau Buaeo. Thl TOUHO 3HACIID, T/Ie OHU OYAYT B KOHEUHOM
urore?

Heo0xo1uMo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETo cMapT(doHa;

Vcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 111 MOOMIIBHBIX TEJIe(hOHOB;

He 3arpyxaii npunoxeHus OT HEM3BECTHOTO MCTOYHUKA, Belb OHU MOTYT COJEp’KaTh BPEAOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocrne Toro Kax ThI BbIiIElIb € caiiTa, I'/ie BBOAWI JMYHYIO HH(OpMalNIo, 3aii11 B HACTPOUKH Opay3epa
u yaanu cookies;

[leproanyuecku npoBepsi Kakue IIaTHbIE YCIYTH aKTUBUPOBAHbBI HA TBOEM HOMEDPE;

JlaBaii cBoif HOMep MOOMIIBHOTO Tese(oHa TOIBKO JOISM, KOTOPBIX ThI 3HACIIb U KOMY JI0BEPSEIIIb;
Bluetooth momkeH ObITH BEIKITIOUEH, KOTIa TH UM HE MoJIb3yenbesi. He 3a0bIBaii MHOT 1A TPOBEPSITH 3TO.

Online ueput

COBpeMeHHHe OHJIafIH-I/IFpI)I — OTO KpaCOYHLIC, 3aXBATbIBAIOIIUC pPa3BJICUCHUAA, O6T)€I[I/IHHIOHII/IC COTHH
TBICAY YCJIOBCK 110 BCEMY MUDY. I/IFpOKI/I HCCICAYIOT I[aHHLIIZ UM MHUD, O6IJ_[8.IOTC${ Apyr € APYyroM, BBIIIOJIHAKOT
3alaHuA, CPAKAOTCA C MOHCTpaMU U IOJTYHYarOT OIIBIT. 3a YAOBOJIbCTBUC OHU IIATAT: IIOKYIIAIOT JUCK, OIJIAYUBAIOT
aOOHEMEHT WU an/I06peTa10T KaKHC-TO OIILHH.

Bce stm cpenctBa uMAyT Ha MOAJAEp)KaHME W pa3BUTHE HUIPhl, a TaKkKe Ha caMmy O€30MacHOCTH:
COBEPILEHCTBYIOTCSI CUCTEMBI aBTOPH3AIMHU, BBITYCKAIOTCS HOBBIE MaT4d (I(POBBIC 3aIUIATKU Ui IPOTPAMM),
3aKpBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B nogo06HbBIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO KpakM TBOETO Maposis, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIMH OOJILIIMHCTBA UTD.

OcHOBHBIE COBETHI IO 0€30MAaCHOCTH TBOET'O UTPOBOTO AKKAYHTA!

1.

no

No gk

Ecnu npyroit urpok Bezner ceOs IUIOXO WM CO3/1aeT TeOe HENPHUITHOCTH, 3a0JIOKHUPYH €ro B CIUCKE
HUTPOKOB;

[Toxanyiica afMUHUCTPATOpPaM UIPbI HA IJIOXOE MOBEIEHUE DTOr0 UIPOKA, JKEIATECIbHO IPUIIOKHUTH
KaKHe-TO JI0KA3aTeIbCTBA B BUJIE CKPUHOB;

He yka3biBail muunyto nHpopmaluio B mpodaiisie urpsl;

VYBaxail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii Heo(uimaabHble MaTYH U MOJIBI;

Hcnons3yit ciiokHBIE U pa3HbIE TAPOJIH;

Jlaxxe BO BpeMsl UI'Pbl HE CTOUT OTKJIIOYATh aHTUBUpYC. [IoKa Tl Urpaenib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

Duwiune unu Kpaosica TU4HblX OaHHBIX

OObIYHOM Kpakel JeHer W JOKYMEHTOB CErOJHs YK€ HUKOro He yAuBHUfIllb, HO ¢ pa3BUTHEM HUHTEpPHET-
TEXHOJIOTUH 3JI0YMBIIIJICHHUKH MTEPEMECTUIINCH B MHTEPHET, U MPOIOKAIOT 3aHUMATHCS «JIF00OUMBIMY JETIOM.

Tak nosiBusIach HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA WK (DUILUHT, T1aBHAs 11eJb KOTOPOT'O COCTOUT B
MOJTy4YE€HUU KOH(PHUACHINATbHBIX TJaHHBIX MOJIb30BaTeNell — JIOrMHOB U napoiiedl. Ha anrnuiickom si3bike phishing
yuraercs Kak pummHr (ot fishing — peiOHast nois, password — mapoiis).

OcHOBHBIE COBETHI 10 O0pbOE ¢ PUIIUHTOM:


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

1. Cnenu 3a cBouM akkayHTOM. Eciii THI TO103pEeBacIib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO HE0OXOIUMO

3a0JIOKUPOBATH €€ U COOOIINTh AJIMHHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKopee;

Hcnonb3yit 6e30macHbie BeO-CaThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U MMOMCKOBBIX CHCTEM;

3. Hcnonb3yii crnokHble U pa3Hble nmapoiu. Takum oOpa3om, eciau TeOs B3IOMAIOT, TO 3I0YMBIIITICHHUKI
MOJIy4aT JAOCTYI TOIBKO K OTHOMY TBOEMY IPO(MUIIIO B CETH, & HE KO BCEM;

4. Ecnu Te0s B310MalIM, TO HEOOXOAUMO MPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE JOOABJICHBI Yy

TeOsI B IPY3bsIX, O TOM, YTO T€OS B3JIOMAIH U, BO3MOXKHO, OT TBOErO UMEHH OyJIeT pacChUIAThCS CIIaM U

CCBUIKM Ha (DUIIUHTOBBIE CANUTHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOmIbHEIA TenedoH;

OTkir049M coxpaHeHHe napoJs B Opaysepe;

7. He oTkpbIBaii (ailyibl U ApyrUe BIOKEHUS B MUChMAX JIa)Ke €CJIM OHM MPHIIUTH OT TBOMX JApy3eid. Jlydie
YTOYHH Y HUX, OTIIPABJISUIN JIU OHU TeOe 3TU (ailibl.

no

ISRl

Lugposas penymayus

udposas peryranus - 3T0 HeraTUBHAs U O3UTHBHAs HHGopMalus B cetu o Tebe. Kommpomerupyromas
uHpOpMaLKs pa3MelleHHass B HHTEPHETE MOXKET CEPbE3HbIM 00Pa30M OTPA3UTHCS HA TBOCH PEATbHOM KHU3HH.
«udposas pernyrauus» - 370 TBOH UMUK, KOTOPbIN hopMupyeTcs u3 nHbopMauu o Tede B UHTEPHETE.

TBoe MecTo )KHTEIhCTBA, y4eObl, TBOC (PMHAHCOBOE TOJIOKEHUE, OCOOCHHOCTH XapaKTepa M PaccKasbl O
OJM3KUX — BCE ITO HAKATUIMBACTCS B CETH.

MHorue noapocTKu JETKOMBICIEHHO OTHOCSTCS K MyOiuKanuu audHoi mHbopmanuu B MHTepHeTe, HE
MOHUMAsi BO3MOKHBIX TIOCTIeICTBUN. ThI Jaxke HE CMOXKEIITb JOTaaThes O TOM, 4To (poTorpadus, pazMenieHHas 5
JIeT Ha3aJl, cTajia MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommeHnTapuu, pa3menienue TBoux (pororpaduii u 1pyrue 1ecTBus MOryT HE HCUE3HYTh JIaXe I10CJIe TOTO,
KaK Thl UX yJaIWIIb. Thl HE 3HACIIb, KTO COXPAaHWI 3Ty HHPOPMALUIO, IOTajia U OHA B MMOMCKOBBIE CHUCTEMBI U
COXpaHWJIACh JIM OHA, a IJIaBHOE: YTO MOlyMalOT 0 TeOE OKPYKAIOLIEe JIF0/IU, KOTOPbIe HAlyT U yBUAAT 3T0. HaiiTu
UH(POPMALIUIO MHOTO JIET CITYCTSI CMOXET JF000# — Kak U3 JOOPHIX MOOYKICHHA, TaK U ¢ HAMEPEHHUEM PUYUHUTD
Bpel. DTO MOXKET OBbITh KTO YTO/IHO.

OcHOBHbBIE COBETHI 10 3aIuTe HU(POBOI penyTanuu:

1. Tlomymaii, mpex/e 4eM 4To-To MyOJMKOBATh U MepeaaBarh y ce0sl B 6J10re WK B COL[UANIBHOM CeTH;

2. B nactpolikax npoduist ycTaHOBU OIpaHHMUYEHHs] Ha MPOCMOTP TBOETO MPOGUISt U €ro COJAePKUMOTO,
clienai ero TOJIBKO «JIs ApYy3en»;

3. He pa3mermaii u He yka3bIBail HH(OpMaIHIO, KOTOPAst MOKET KOr0-JINO0 OCKOPOIATh WIIN OOMKaTh.

Aemopckoe npago

CoBpeMeHHbIE NIKOJIbHUKU— aKTUBHBIE M10JIb30BATEIN LU(POBOro mpocrpaHcTBa. OHAKO AaJeKo HE Bce
3HAIOT, 4YTO T[I0JIb30BAaHME MHOTUMH BO3MOXHOCTSAMU LHPpPOBOro Mupa TpeOyeT coONIoAeHHUs NpaB Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTENIEKTyaIbHAsE COOCTBEHHOCThY» OTHOCHUTCSI K Pa3IMYHBIM TBOPEHHSIM UYEJIOBEUECKOTO yMa,
Ha4YMHAas ¢ HOBBIX M300pETEHUH 1 3HAKOB, 0003HAYAIONMINX COOCTBEHHOCTh HA MPOAYKTHI U YCIIYTH , M 3aKaHIUBAS
KHUTaMU, GpoTorpadusmu, KHHODUIBMAMHU H MY3bIKQTHbHBIMU TIPOU3BEICHUSIMHU.

ABTOpCKME TMpaBa — 3TO MpaBa Ha HHTEIUIEKTYaJbHYI0O COOCTBEHHOCTb Ha IIPOM3BEJCHMS HAyKH,
JIATECPATYPhI n HUCKYCCTBA. ABTOpCKI/Ie mpaBa BBICTYIIAIOT B Ka4yeCTBE rapaHTHHU TOTO, qTOo
MHTEJUIEKTYaJ IbHBIN/TBOPUECKUI TpyA aBTOpa He OyAeT HalpacHbIM, JAacT €My CHpaBeAJUBbIE BO3MOXXHOCTU
3apa0oTaTh Ha pe3yibTaTax CBOEro TPyJAa, MOJYyYUTh U3BECTHOCTh U NpHU3HaHue. HukTo 6e3 pasperieHus aBropa
HE MOJKET BOCIPOU3BOAMTH €ro MPOU3BEIEHHUE, PACIPOCTPAHATH, MYOJIUYHO JIEMOHCTPUPOBATh, MPOJABATh,
UMIIOPTUPOBATH, MyCKaTh B MPOKAT, MyOJIMYHO UCHOJHATH, OKA3bIBATh/UCIOIHATh B 3(Upe WM pa3MmelaTh B
HurepHere.

Hcnonb30BaHne «IUPATCKOT0» MPOTPAMMHOTO OOECHEUeHUsT MOXKET MPUBECTH K MHOTHM pPHCKaM: OT
MOTEPU JAHHBIX K TBOMM aKKayHTaMm J0 OJIOKHPOBKH TBOETO YCTPOMCTBA, I/I€ YCTAHOBJICHHBIA HE JieTalbHas
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nporpaMMa. He CTOUT TAKIKC BaGBIBaTL, qTO CyIJ_IeCTByeT JICTAJIBHBIC U 6€CHHaTHLIC HpOI‘paMMBI, KOTOpLIC MOKHO
HaWlTH B CETH.

O nopmarne
CereBrU4OK.p() — TBOM IJIaBHBI COBETYUK B CETH. 3/1€Ch Thl MOXKEIb y3HATh O O€30IaCHOCTH B CETH

MOHSITHBIM U JIOCTYITHBIM SI36IKOM, a IPH BO3HUKHOBCHHH KPUTUYECKOUN CUTYAITUU OOPATHTHCS 32 COBETOM. A TakKe
MPUHSTH YYacTUE B KOHKYpPCaX U CTaTh CaMbIM LIU(PPOBBIM Pk IaHUHOM !


http://gimn-keg.ru/setevichok.htm

IIpnaoxenne Ne3. IlamsiTka st poauTeseii 00 nHPoOPpMAMOHHOM 0€30I1aCHOCTH JeTel

Omnpenenenue TepMuHA «MHGOPMAITMOHHAS 0€30IAaCHOCTH JAeTel» cofepx utcs B DenepanbHOM 3aKoHE No
436-D3 «O 3amute aeTeil oT HHGOPMAIUU, TPUUUHSIONIEH Bpe UX 30POBbI0 U PAa3BUTHIO», PETYIUPYIONTUM
OTHOILICHHMSI, CBSI3aHHBIE C 3aIIMTON JieTell OT MH(OpMAIH, TPUIUHSIONICH Bpe I UX 3A0POBBIO U (MJIN) Pa3BUTHIO.
CornacHo JaHHOMY 3aKOHY «MH(pOpMAIOHHAs 0e30MacHOCTh JETEH» - ATO COCTOSIHHE 3allUIIEHHOCTH, MPH
KOTOPOM OTCYTCTBYET PUCK, CBS3aHHBIN C MPUYMHEHNEM HHPOpMaLIMEl Bpeaa uX 310pOBbIO U (WIH) (PU3HYECKOMY,
NICUXUYECKOMY, TyXOBHOMY, HDAaBCTBEHHOMY Pa3BHTHIO.

B cuny @enepanbroro 3akona Ne 436-D3 nndopmariueid, puIHHSIONIEH BPE.T 30POBBIO U (MIIN) PA3BUTHIO

JeTel, IBIsICTCS:

1. undopmanus, 3anpemieHHas A pacnpoCcTpaHeHHsI CPEIU JEeTe;
2. uHpopMalHs, PacIpOCTPaHEHHE KOTOPOW OTPAHMYCHO CPEeOu JETEH  ONpeNeleHHBIX BO3PACTHBIX

KaTeropuii.

K nndopmanuu, 3anpemeHHoin s pacpoCTpaHeHHsI CPEIH I€Tei, OTHOCUTCS:

4. undopmanus, noOyxxaaromnias AeTei K COBEpUICHUIO JEHCTBUM, MPEACTABISIONUX YIPO3y UX KU3HU U
(vn) 310pOBBIO, B T.4. MPUYMHEHUIO BPE/la CBOEMY 3[J0POBBIO, CAMOYOUICTBY;

5. crmocoOHOCTh BbI3BATH Y JIeTEH JKelaHue yoTPpeOUTh HAPKOTUYECKUE CPEICTBA, IICUXOTPOIHBIE U (MIIN)
OJlypMaHUBAIOIIME BEIIECTBA, TA0AUHbIC U3/ETHS, aJIKOTOJIBHYIO U CIIUPTOCOIEPKAIIYIO MPOTYKIUIO,
MHUBO M HAIUTKH, U3TOTaBIMBAEMbIC HAa €r0 OCHOBE; MPUHATH Y4aCTHE B a3apTHBIX UTPaxX, 3aHUMAThCS
MPOCTUTYLIHEH, OPOISHKHUYECTBOM HIIM TONPOIIAfHUYECTBOM;

6. 00OCHOBBIBAIOIIAsl WJIM OIPABJABIBAIONIAS JOMYCTUMOCTh HACWIUsA M (WIM) >KECTOKOCTH JHOO
moOy>K1afo1asi OCYIIECTBISATh HACHILCTBEHHBIE JICHCTBHS 10 OTHOIICHHUIO K JIIOJSIM U KUBOTHBIM;

7. oTpuLaoIas ceMelHble IEHHOCTH U (POpMHUPYIOLasi HEYBaXKEHHUE K POAUTEISAM U (W) IPYTUM 4JieHaM
CEMbH;

8. ompaBzapIBaromIas MPOTUBOIPABHOE NIOBECHHE;

9. copepxarias HEIEH3YpHYIO OpaHb;

10. conepxamas nHGOPMAIHIO TOPHOTPAPUIECCKOTO XapaKTepa.

w

K wunpopmamnmu, pacmnpocTpaHeHHE KOTOPOH OrpaHHMYEHO Cpead JAeTe OmpelesieHHOro BO3pacTa,
OTHOCHUTCSL:

1. undopmauus, npeacraBisgeMas B BUI€ N300pakKeHNs WK ONMCAaHUs )KECTOKOCTH, PU3NYECKOro U (MIIN)
MICUXUYECKOT0 HACUIINS, IPECTYIICHHUSI M MHOTO aHTHOOIIECTBEHHOTO IEHCTBHYS;

2. BBI3BIBAIONIAS y JIETEH CTpax, yXac WM MaHWKY, B T.4. IPEACTaBsieMas B BHIE U300paKeHHs WIN
ONHCaHMs B YHWXKAIOIIEH YelloBeUYecCKoe JOCTOMHCTBO (hOpME HEHACWIbCTBEHHOM CMEpTH,
3a00JieBaHus1, CaMOYyOUICTBA, HECUACTHOTO CIyYasi, aBapuu WIN KatacTpodbl U (WIN) UX TOCIEACTBUIA;

3. mpencraBisiemMas B BHJE M300pa’keHHUs] WJIM ONMCAHUS IOJOBBIX OTHOLIEHUH MEXIy MYXUYHMHOH U
JKCHIIMHOM;

4. coneprkalas OpaHHbIE CJI0BA M BBIPAXKEHHUsI, HE OTHOCSIIUECS K HELIEH3ypHOH OpaHu.

C yuerom storo Bam mpennaratorcst npaBuiia paboTel B ceTH MHTEpHET 1 pa3ivyHbIX BO3PACTHBIX
KaTeropuii, codoieHre KOTOPhIX MO3BOJIUT 00eCeYnTh HH(OPMALIMOHHYIO O€30MaCHOCTh BalllUX JI€TEH.

Obwue npasuna 01 pooumeneti

1. HeszaBucumo ot Bo3pacTa pedeHKa UCMOIB3YHTE MPOTpaMMHOE 0OecTieUeHHE, ToMoraroliee GuaIbTpoBaTh
U KOHTPOJMPOBaTh MH(OPMAINIO, HO HE MoJIaraiTech MOJHOCTHIO Ha Hero. Baime BHUMaHue K peOeHKY -
TJIABHBIA METOJT 3aIUTHI.

2. Ecmu Bamr peOGeHOK mMeeT akkayHT Ha OJHOM W3 commaibHbIXx cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.I.), BHUMATEIbHO M3Y4YHUTE, KaKyl0 MH(OpPMAIMIO MOMELIAIOT €r0 YYaCTHUKH B CBOMX
npodmisx u 6iorax, BKIoyas pororpaduu 1 BUIEO.

3. TlpoBepbTe, C KaKMMH JAPYTUMH CaWTaMH CBs3aH COIMAIBHBIN cepBUC Bamrero pedenka. CtpaHUYKH
Bamero pe6eHnka MOTyT ObITh 0€30MaCHBIMHU, HO MOTYT U CO/IEP’KATh CCHUIKH HA HEeXeNlaTeJIbHbIE U OTTacHbIe
cailTsl (HarpumMep, MOPHOCANT, MIIK CalT, HA KOTOPOM JIpYT YIIOMHUHAET HOMEp COTOBOro Tenedona Bamero
pebenka unu Bamr nomamnrauit anpec)

4. Tloompsiite Bamux nereit coobmars 000 BCEM CTPaHHOM WJIM OTTAJIKUBAIOIIMM U HE CIUIIKOM OCTPO
pearupyirte, KOrja OHM 3TO JENalT (M3-3a OMACEHUs MOTepATh AOCTYN K MHTepHeTy neTH He ToBOpST
poauTeNsIM 0 TpobiieMax, a Takke MOTYT HayaTh MCIOIb30BaTh IHTEpHET BHE JJOMa U ILIKOJIbI).



5. Byabte B Kypce ceTeBoit xu3Hu Baiero pebenka. IHTepecyiitech, KTO UX JIpy3bs B IHTEpHET Tak xke, Kak
MHTEPECYETECh PEAIbHBIMU IPY3bIMH.

Bospacm om 7 0o 8 nem

B MHurepHere pebeHOK cTapaercsl NOCETUTh T€ WM MHbIE CalThl, a BO3MOXXHO M 4aThl, pa3pelIeHUE Ha
MOCEIIEHUE KOTOPBIX OH He MOIy4ni Obl oT poauteneil. [loaromy poauresnsiMm 0cOOEHHO MOJIE3HbI OyIyT T€ OTYETHI,
KOTOpbIE IMPENOCTABISAOTCS MPOrpaMMaMy IO OTPaHMUYEHMIO MCHOJb30BaHUA VHTepHera, T. e. Pomutenbckuii
KOHTPOJIb HJIU TO, YTO BBl CMOKETE YBUIETh BO BpEMEHHBIX (aiinax. B pe3ynbprare, y pedeHka He OyAeT olymeHus,
YTO 32 HUM BEJIETCS TOCTOSIHHBIM KOHTPOJIb, OJTHAKO, POJUTEIH OyIyT O-NPEKHEMY 3HATh, KAKHUE CAlThI OCEIaeT
ux pebeHok. /letn B TaHHOM BO3pacTe 00J1aAal0T CHIIBHBIM YyBCTBOM CEMbHU, OHU JOBEPUUBBI U HE COMHEBAIOTCA
B apTopuTeTax. OHU JIIOOAT UTPATh B CETEBBIE UTPBI U MYTELIECTBOBATH 110 MIHTEpHETY, NCIIOIB3YS 3IEKTPOHHYIO
Imo4yrty, 3ax0J1UTh HA CalTHI U 4aTbl, HC pCKOMCHIOBAHHBIC POAUTCIISAMMU.

CogeTsl 110 Oe3onacHOCTH B cetu IHTepHeT auis aereid 7-8 jer

1. CozpnaiiTe CUCOK JOMAalTHUX TMpPaBWII MocelieHuss VHTepHeTa Mpu ydacTuu JeTed U TpeOyiTe ero
BBITIOJTHEHUSL.

2. Tpebyiite or Bamero peGeHka coOMIOJeHUS BPEMEHHBIX HOPM HAaxXOXACHHS 32 KOMIIBIOTEPOM.
[Tokaxwute pedeHky, uto Bl HaOMt02€TE 32 HUM HE MOTOMY 4TO BaM 3T0 X04ercs, a motomy 4to Bol
0ECIIOKOUTECH O €r0 0€301TaCHOCTH U BCET/Ia TOTOBHI €My TTIOMOYb.

3. KowmmbroTep ¢ noakiroueHueM Kk MHTepHeTy 0JKeH HaXOAUThCs B 00IIe KOMHATe MO IPUCMOTPOM
poauTenen.

4. Hcnonw3yiiTe crieluaibHbIE IETCKUE TOUCKOBBIEC MAIIUHBI.

5. Hcnonb3yiiTe cpeacTBa OJIOKMPOBAHUS HEXENATEIbHOTO KOHTEHTA KaK JIOMOJIHEHHE K CTaHAapTHOMY
PonuTensckoMy KOHTpOIIIO.
6. Co3pgaiiTe ceMeiHBIN MIEKTPOHHBIN SIIUK, YTOOBI HE TIO3BOJIUTH JICTSIM UMETh COOCTBCHHBIC aJIpeca.

7. brnoxupyiTe JOCTYN K caliTaM ¢ OeCIIaTHBIMU ITOYTOBBIMU SIITUKAMU C TIOMOIIBIO COOTBETCTBYIOIIETO
MIPOrpaMMHOTO 00€CTICUeHUS.

8. Ilpmyunte neteii coBeToBaThCs ¢ Bamu nepen omyOimkoBaHueM Kakoi-m1u00 HHQOpMAaLuy CpeicTBaMU
9JIEKTPOHHOHN TIOYTHI, YaTOB, PETUCTPAIIMOHHBIX (HOPM U TTPODHUIIEH.

9. HayuwuTe nereii He 3arpyath (aiiibl, IPOrpaMMbl WM MY3bIKy O€3 Balllero cCorjacusl.

10. He pa3pemaiite 1eTsM HCIIOIB30BATh CITY>)KOBI MTHOBEHHOTO OOMEHA COOOIICHUSIMH.

11. B «Oenblil» CHMCOK CalTOB, pa3pelICHHbIX JI MOCEIIEHHUs, BHOCUTE TOJBKO CalTBI C Xoporien
pernyTranuei.

12. He 3a0bIBaiiTe 6ecenoBath ¢ AeTbMHU 00 UX Jpy3bsixX B MIHTepHeTe, Kak ecau Obl pedb 1uIa O IPY3bsiX B
peanbHOM KU3HH.

13. He nenaiite «raby» U3 BOMPOCOB MOJIOBOM KU3HHU, TaK Kak B IHTepHeTe 1eTH MOTYT JIETKO HaTKHYThCS
Ha TOPHOTPA(UIO WIIN CAUTHI «1JIs1 B3POCIIBIX).

14. ITpuyuuTte Baiero peGeHka cood1aTh BaM 0 JHOOBIX YTPO3ax WM TPEBOTax, CBA3aHHBIX ¢ IHTepHETOM.
OcraBaiiTech CTIOKOWHBIMU ¥ HATIOMHUTE JIETSIM, YTO OHH B O€30MAaCHOCTH, €CJIM CaMH PaccKas3alid BaM
0 cBOMX TpeBorax. [loxBaiauTe UX U MOCOBETYHTE MOJIOMTH ellle pa3 B MOJOOHBIX CIIydasX.

Bospacm oemeii om 9 0o 12 nem

B nmanHOM Bo3pacTe neTH, Kak IPaBHIIO, YK€ HACIBIIIAaHBI O TOM, Kakas WHGOpMaIus CYIIECTBYEeT B
Wutepuere. CoBeplieHHO HOPMAaJbHO, YTO OHU XOTSAT 3TO YBHJETh, MPOYECTh, yciblmarh. [Ipu 3TOM HYyXHO
MOMHHTb, YTO JIOCTYN K HEXKeJIaTeNbHBIM MaTepHallaM MOXHO JIETKO 3a0JIOKHpPOBATh TMPH TOMOIIH CPEACTB
Ponutenbckoro KOHTPOJIA.

CoBernl 110 0€301acHOCTH I aeTeit or 9 no 12 ner

1. Co3zpaiiTe CMHUCOK MOMAIHUX TMPaBWI MOcelieHus MHTepHeT mpu ydacTuH AeTei u TpeOyiiTe ero
BBITIOJTHEHHUS.

2. Tpebyiite ot Barmero pebeHka co0t0IeHNs HOPM HaXO0XKICHUS 32 KOMITBIOTEPOM.

3. HaGmromaiite 3a peOeHKOM IIpH paboTe 3a KOMITBIOTEPOM, IMTOKAKUTE eMy, 4TO BBI OECIIOKOUTECH O €Tro
0€30MMacHOCTH U BCEr/la TOTOBBI OKa3aTh €My MTOMOIIIb.

4. KommbioTep ¢ MOJIKII0YeHHEM B VIHTEpHET JOJDKEH HaXOAUTHCSA B OOIIeH KOMHATE IO/ IPHCMOTPOM
poauTenen.



5. Hcnonp3yiite cpeacTBa OJIOKUPOBAHUS HEXENATSIILHOTO KOHTEHTA KaK JOMOJHEHHUE K CTaHAapTHOMY
PonurenbckoMy KOHTPOIIO.

6. He 3a0pIBaiiTe MPUHMMATH HENOCPEICTBEHHOE YUacTHE B )KM3HH peOeHKa Oece10BaTh C IEThbMH 00 UX

npy3bsax B IHTepHeTe.

Hacraugaiite, 4T00BI J€TH HUKOT/Ia HE COTJIANIANIMCH HA JIMYHBIC BCTPEUH C IPY3bsiMu 110 MHTEpHETY.

[To3BoustiiTe neTAM 3aXOAUTH TOJIBKO Ha CAalThI U3 «0EI0roy» CIUCKa, KOTOPBIH co3/1aiiTe BMECTE C HUMH.

9. TlpuyuuTe neTel HUKOTNIA HE BBIIABATH JIMYHYI WH(OPMALUIO CPEICTBAMH DJICKTPOHHOW TOYTHI,
4aToB, CUCTEM MTHOBEHHOI'O OOMEHa COOOILEHUSMHU, PErUCTPAIMOHHBIX (OPM, JTHUHBIX Ipoduiei u
P PETHCTPAINK Ha KOHKYpPCHI B IHTEpHETE.

10. I[IpuyuuTte nereit He 3arpyxathb nporpammsl 0e3 Bamiero paspemenus. OObsICHUTE UM, YTO OHU MOTYT
CITy4aitHO 3arpy3UTh BUPYCHI HIIH JIPYTO€ HEXeIaTeIbHOE MPOrpaMMHOE 00ecTiedeHuE.

11. Co3pnaiite Bamemy peGeHKY OrpaHUYEHHYIO YUETHYIO 3aIUCh JIJIs1 pa0OThl HA KOMITBIOTEPE.

12. Tpuyuute Bamero pebeHka coodmaTh BaM 0 JTIOOBIX yrpo3ax WU TPEBOTaX, CBSI3aHHBIX ¢ IHTepHETOM.
Hanomuute nersiM, 4To OHM B 0€30IaCHOCTH, €CIM CaMH paccKa3ajlld BaM O CBOMX TpeBOrax u
OITACEHUSIX.

13. Pacckaxure netsm o nopHorpaduu B laTepHeTe.

14. HacrauBaiiTe Ha TOM, 9YTOOBI JICTH IPEIOCTABIISIIN BaM JJOCTYI K CBOSH AJIEKTPOHHOMN MOYTE, YTOOBI BBI
yOeIuIKuCh, YTO OHHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.

15. OObsicHUTE JETSIM, YTO HEINb3sl UCIOJB30BaTh CETh I XYJIMTaHCTBA, PACIPOCTPAHEHUS CIIETCH WM

yrpos.
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Bospacm oemeti om 13 0o 17 nem

B sTrom BoO3pacTe MOIPOCTKM AKTMBHO HCIOJIB3YIOT MOMCKOBBIE MAIIMHbBI, MOJb3YIOTCS 3JIEKTPOHHOMN
HOYTOM, CIIy’)kOaMH MTHOBEHHOIO OOMEHa COOOLICHMSIMU, CKaYMBAIOT MY3bIKY M (MIbMbI. MajbuukaM B 3TOM
BO3pacTe OOJbINE IO HpaBy CMETaTh BCE OTPAHUYCHUS, OHH KaXKIYT IpyOOro IoMOpa, a3apTHBIX UTP, KAPTHHOK
«UI B3pOCIBIX». JIeBOUKM MPEANOYUTAIOT O0IAThCs B YaTax, IPH 3TOM OHU ropa3fo 0osiee UyBCTBUTEIbHBI K
CEKCyaJIbHbIM JloMorarenbcTBaM B lHTepHeTe.

3ayacTyro B JaHHOM BO3pPacTe POJUTENSM YXKE BECbMa CI0KHO KOHTPOJIMPOBATh CBOMX AETEH, TaK Kak 00
HHTepHeTe OHU Y)K€ 3HAIOT 3HAYUTEIbHO OoJibllle CBOMX poauTeneil. TeM He MeHee, He OTIycKaiiTe neTell B
«cB0oOoIHOE MIaBaHue» o MurepHery. CtapaiiTech aKTUBHO y4acTBOBaTh B 00IIeHUH pebeHka B IHTepHere.

BaxHo mno-mpexHeMy cTporo coOmojarh npaBuwia HTepHeT-0€30IacHOCTH - COMIALIEHUE MEXITy
poauTtensiMu 1 1eTbMH. KpoMe Toro, Heo0X0AMMO Kak MO>KHO Yallle MPOCMaTpUBAaTh OTYETHI O IS TEIbHOCTH AeTel
B UnTepuere. Caenyer oOpaTuTh BHUMaHUE Ha HEOOXOIMMOCTh COJAEPKAHUS POIUTENBCKUX Maposei (maposeit
aJIMUHUCTPATOPOB) B CTPOTOM CEKpeTe U 0OpaTUTh BHUMAHKE HAa CTPOTOCTh 3TUX MapoJIeH.

CoBetsl 110 06€30MaCHOCTH B 3TOM Bo3pacTte oT 13 1o 17 ner

1. Co3zpaiiTe cnuCcOK JOMAIIHMX IMpaBWJI NocelieHus MHTepHeTa npu y4yacTHUH MOJIPOCTKOB U TpeOyiite

0€3yCIIOBHOTO €ro BbIMOJIHEHUs. OOroBopute ¢ peOEHKOM CIIMCOK 3aIllPELIeHHbIX CaWTOB («4epHBIH

CITUCOK»), 4yackl paboThl B UHTEpHETE, pyKOBOACTBO MO 001IeHNI0 B IHTEpHETE (B TOM YHCIIE B UaTax).

KomnbroTep ¢ nojkiaroueHueM K ceTi HTepHeT JOKeH HaXOJUThCs B O0Iel KOMHATe.

3. He 3a0wiBaiiTe GecemoBath ¢ AETbMHU 00 UX JApY3bsix B MHTEepHETE, O TOM, Ye€M OHH 3aHSATHl TaKUM
o0pa3zom, OyATO peub UAET O APY3bsX B pealibHOM XU3HU. CHpalmBaniTe o JII0JAX, C KOTOPHIMHU JETH
00IIIar0TCsI TOCPEICTBOM CITY>KO MTHOBEHHOTO 0OMEHa COOOIICHUSIMHU, YTOOBI YOS TUTHCS, YTO ITH JIFOIN
UM 3HAaKOMBI.

4. Ucnonw3yiite cpenctBa OJIOKHPOBAHMS HEXKENATEIbHOIO KOHTEHTA KaK JIOMOJHEHHE K CTaHIapTHOMY
Popurensckomy KOHTpOIIO.

5. Heobxommmo 3HaTh, KaKUMH YaTaMd TOJIb3ylOTCs Bamm getu. [loompsiiite wucmonb30BaHUE

MOJIEpUPYEMBIX YaTOB M HACTaWBaiTe, YTOOBI IETH HE OOLIAINCH B IPUBATHOM PEKUME.

Hacrauaiite Ha TOM, 4YTOOBI J€TH HUKOT/Ia HE BCTPEYAIUCH JIMYHO C APY3bIMU U3 ceTH VIHTepHeT.

7. TlpuyduTe nereil He BbAABATh CBOIO JMUHYIO MHPOPMALIMIO CPEICTBAMH dJIEKTPOHHOM MOYTHI, YaTOB,
CHUCTEM MTHOBEHHOrO0 OOMeHa COOOILIEHUSIMHU, PETUCTPALMOHHBIX (OpM, JIMYHBIX Ipoduie u npu
perucTpanyy Ha KOHKypcel B IHTepHeTe.

8. Tlpmyuute nereii He 3arpyxaTh nporpammsel 0e3 Bamiero paspemienns. OOBsICHUTE UM, 9TO OHH MOTYT
CITy4aitHO 3arpy3UTh BUPYCHI MIIU JIPYTO€ HeXeIaTeIbHOe MPOrpaMMHOE 00ecTiedeHue.
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9. Ipuyunte Bamiero pebenka coodmaTh BaM 0 JIOOBIX YTPO3ax WM TPEBOTaxX, CBA3aHHBIX ¢ IHTepHETOM.
Hanomuute netsiM, 4To OHM B 0€30MAaCHOCTH, €CIM CaMHU PACCKa3ald BaM, O CBOMX Yrpo3ax WIH
TpeBorax. [ToxBanuTe UX ¥ MOCOBETYITE MOJOUTH €lle pa3 B MOJA0OHBIX CIydasX.

10. Pacckaxxute nersm o mopHorpadum B MHTepHere. [loMorute um 3ammTuthcs OT cnama. Hayuwre
IIOIPOCTKOB HE BbIJaBaTh B VIHTEpHETE CBOEro peajibHOTO AIEKTPOHHOIO ajgpeca, HE OTBEYaTh Ha
HE)XeJaTelbHbIe MUChbMA U MCII0JIb30BaTh CIEIMAIbHbIE I0YTOBBIE (PUIIBTPHI.

11. ITpuyuute ceds 3HAKOMHUTHCA C CAUTaMH, KOTOPbIE MOCEIIAI0T TOPOCTKH.

12. Hayuure nereil yBaxaTb APYrMX B MHTEpHeTe. YOeIUTECh, YTO OHHM 3HAIOT O TOM, YTO IMpaBWiia
XOpOLLIETO MOBEIEHUS AEUCTBYIOT BE3JIE — JIaXkK€e B BUPTYaJIbHOM MHUpE.

13. OObscHUTE pA€TAM, YTO HM B KOEM cllyyae Henb3s Hcnoiab3oBaTh CeThb JUIsl XYJIHMIaHCTBA,
pacnpoCTpaHEHUs CIUIETEH WIN YIrpo3 APYTUM JHOSM.

14. O6cynute ¢ nogpocTKaMy IpoOIEMbI CETEBBIX a3apTHBIX UT'P U UX BO3MOXKHBIN puck. Hamomuure, yro
JI€TH HE MOTYT UI'PaTh B 3TH UTPbI COIVIACHO 3aKOHY.

[TocTtostHHO KOHTpONMpYHTEe Hcmoib3oBanue VuTepHera Bammm pebenkom! DT0 HE HapylieHHE €ro
JUYHOTO IPOCTPAHCTBA, a Mepa NPEJIOCTOPOKHOCTU U TPOSBICHHE Bamieil poauTenbCckoil OTBETCTBEHHOCTH H
3a00TBI.



